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Parties:

Inspirar Business Support Ltd (company number 07577582) whose registered office
is at Suite 3 Somerset House Low Moor Lane, Knaresborough, United Kingdom, HG5
9JB, Inspirar Business Support Ltd also trades under the name ‘Smart School Websites’
(llwell Or "US");

(1) Shawwood Academy (“you” or "your");

Background

(A) We provide education services to you through a web based student reporting system.

(B) To enable the provision of the “student reporting system” whose users (“Staff
Users”) access, receive, edit and review student information (“student
information”) you wish us process Data on your behalf, on the terms set out in
this agreement.

(C) This agreement is drafted to reflect the requirements of the GDPR (insofar as they
are currently understood at April 2018) as well as the DPA. Insofar as the DPA and
the GDPR apply to each party's Processing, each party will be responsible for
compliance with the DPA up to 24 May 2018, and after that, for compliance with the

GDPR.

(D) In consideration of the mutual benefits of good data protection standards, and the
payments to be made pursuant to the original Contract, the parties hereby agree
as follows.

1 Definiti

1.1.  The following definitions apply in this agreement:

"Additional Data" means any Personal Data supplied by you, or supplied
by and/or generated by your Users, in addition to User
Data.

"Confidential means all confidential information (however recorded or

Information” preserved) disclosed or made available, directly or

indirectly, by a party or its Representatives to the other
party (or its Representatives) including but not limited to:

(a) any information relating to:

(i) the business, affairs or intentions of the
disclosing party;



(i) the operations, processes, product
information, know-how, designs, trade
secrets or software of the disclosing
party;

(iii) the customer, clients, suppliers, students
or staff members of the disclosing party;
and

(iv)  any information or analysis derived from
the Confidential Information

but not including any information that:

(b) is or becomes generally available to the public
(other than as a result of its disclosure by the
receiving party or its Representatives in breach
of this agreement);or

(c) was, is or becomes available to the receiving
party on a non-confidential basis prior to
disclosure by the disclosing party; or

(d) was lawfully in the possession of the receiving
party before the information was disclosed to it
by the disclosing party; or

(e) the parties agree in writing is not confidential or
may be disclosed.

"Data Controller” or has the meaning given to it in Data Protection
"Controller” Legislation.

"Data Extractor" has the meaning given to it in clause 3.1.

"Data Processor" or has the meaning given to it in Data Protection
"Processor" Legislation.

"Data Protection means the DPA, the GDPR and all applicable laws and

Legislation™ regulations relating to Processing of personal data and
privacy, including where applicable the guidance and
codes of practice issued by the Information
Commissioner or other applicable regulatory authority,
and any legislation or regulations superseding or varying
that legislation or those regulations from time to time.

"Data Subject” has the meaning given to it in Data Protection
Legislation.
"Data" means User Data, Additional Data and Website Visitor Data.
"DPA" means the Data Protection Act 1998.
"European Law" means European Union or European Member State law

(as referred to in the GDPR) or such other law as may
be designated in its place when England (whether with
Scotland, Wales and/or North Ireland or not), leaves the
European Union.



"GDPR"

"Personal Data"

"Process"

"Representatives"

"Restricted
Country"

"Staff Users"

“Student
Information”

“Student Progress
Data”

“Main Point of
Contact”

“Contract”

“Student reporting
software”

means the General Data Protection Regulation
(Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016).

has the meaning given to it in Data Protection
Legislation.

has the meaning given to it in Data Protection
Legislation, and "Processing" and "Processed" shall be
construed accordingly.

means a party's employees, agents, contractors,
officers, representatives or advisers.

means any third country or international organisation as
described in the GDPR (but excluding any of England,
Scotland, Wales and Northern Ireland, if they leave the
European Union).

has the meaning given to it in clause 2.1.

has the meaning given to it in clause 2.2.

The data entered by your staff for student progress

means the person or people within your establishment

that we deal with regards to the website.

The original contract you signed when our partnership
began

The piece of software we have developed to allow you to
add, edit, review and analyse Student Progress Data



21.

2.2.

3.1.

3.2.

3.3.

3.4.

4.1.

4.2.

Nature of Data Collected

Upon setting up the student reporting system we may ask for a list of staff user data
in order to create staff user admin accounts on the student reporting system website.
As set out in Schedule 1 (Staff Users) in respect of each user (the “Staff User”).
This is limited to name, email address and preferred user name. In some cases we
might generate generic email addresses to allow accounts to be set up.

In order to set up the students currently on roll at the school we will ask for Student
information in the form of a password protected .csv file. This data will include the
following personal information: Student Name, Student Date of Birth, Student Sex,
Student EAL status, Student PP status, Student SEN status, Student Class,
Student Year Group. This data will allow the student reporting system to filter
Student Progress Data for analysis.

Process of Sharing Data
The primary method by which you will share Student Information with us through

an export of student data from the school MIS — this should be provided in a
password protected .csv file.

We will not check any of the Data you provide. It is your responsibility to check all
Data and ensure that it is accurate and, where necessary, kept up-to-date.

All data input for the student reporting software is stored on a secure server .We
have full access to all areas of the server.

You shall:

3.6.1. in respect of the Data, ensure that your privacy notices are clear and
provide sufficient information to the staff users and students for them to
understand what of their Personal Data you are sharing with us, the
circumstances in which it will be shared, the purposes for the data
sharing, the features of any analytics you use.

3.6.2. comply with all applicable Data Protection Legislation in relation to the
Data with respect to which you are a Data Controller.

P f Collecti | Sharing D

The User Data is shared by you with us so that we can set up, develop and
continue to provide the student reporting software.

We do not use any of the staff user, student information or student data in anyway
whatsoever. This data is solely user to create accounts within the student reporting
software.



4.3.

4.4.

5.1.

5.2.

5.3.

We use the Main Point Of Contact data to send you updates the student reporting
software or to send you information about complementary products that may be of
interest to you.

The Data will not be shared with or sold to any third party save as is permitted or
required by law or is necessary for the provision of the student reporting software
as outlined in this agreement. When information is shared we will ensure such
sharing is necessary and proportionate for the purpose for which the information is
shared.

Data Protection Conditi

Subject to clause 5.5, where Personal Data are Processed in connection with the
exercise of each of our rights and obligations under this agreement, we each
acknowledge that you are the Controller and that we are the Processor.

Details of the Processing we carry out on your behalf under this agreement are set
out at Part 1 of Schedule 2 (Details of Data Processing) and details of each of our
responsibilities for Processing are set out at Part 2 of Schedule 2 (Details of Data
Processing). We each agree to update Schedule 2 (Details of Data Processing) as
necessary during the term of this agreement to reflect any changes in Processing.
Each updated version of Schedule 2 (Details of Data Processing) shall form part of
this agreement.

We shall:

5.3.1. Process the Personal Data only in accordance with documented
instructions from you. Those instructions include to perform our
obligations under this agreement, and not to transfer Personal Data to a
Restricted Country, unless required to do so by European Law to which
we are subject; in such a case, we shall inform you of that legal
requirement before Processing, unless that European Law prohibits such
information on important grounds of public interest;

5.3.2. ensure that persons authorised to Process the Personal Data have
committed themselves to confidentiality or are under an appropriate
statutory obligation of confidentiality;

5.3.3. take all measures required pursuant to Article 32 GDPR;

5.3.4. comply with the following conditions for engaging another Processor (a
"Sub-Processor"):

5.3.4.1. we shall not engage a Sub-Processor without your prior
specific or general written authorisation. In the case of
general written authorisation, we shall inform you of any
intended changes concerning the addition or replacement
of Sub-Processors, thereby giving you the opportunity to
object to such changes; and

5.3.4.2. where we engage a Sub-Processor for carrying out
specific Processing activities on your behalf, the same
data protection obligations as set out in this agreement
and in Data Protection Legislation shall be imposed on
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54.

5.5.

that Sub-Processor by way of a contract (if not directly
imposed by Data Protection Legislation), in particular
providing sufficient guarantees to implement appropriate
technical and organisational measures in such a manner
that the Processing will meet the requirements of Data
Protection Legislation. Where that Sub-Processor fails to
fulfil its data protection obligations, we shall remain fully
liable to you for the performance of that Sub-Processor's
obligations;

5.3.5. taking into account the nature of the Processing, assist you by
appropriate technical and organisational measures, insofar as this is
possible, for the fulfilment of your obligation to respond to requests for
exercising the Data Subject's rights laid down in Chapter Il of the GDPR;

5.3.6. assist you in ensuring compliance with the obligations pursuant to
Articles 32 to 36 GDPR taking into account the nature of Processing and
the information available to us;

5.3.7. at your choice, delete or return all the Personal Data to you after the end
of the provision of services relating to Processing, and delete existing
copies unless European Law requires storage of the Personal Data;

5.3.8. make available to you all information necessary to demonstrate
compliance with the obligations laid down in Article 28 GDPR and allow
for and contribute to audits, including inspections, conducted by you or
another auditor mandated by you, and shall immediately inform you if, in
our opinion, an instruction infringes the GDPR, other Data Protection
Legislation or other data protection provisions in European Law; and

5.3.9. procure that any person acting under our authority who has access to
Personal Data, shall not Process the Personal Data except on
instructions from you, unless required to do so by European Law.

In the event that there is a change in applicable Data Protection Legislation in
England during the term of this agreement, and/or, if applicable, there is a change
during the term of this agreement in the available mechanisms used to transfer
Personal data to a Restricted Country, we each agree to take such reasonable and
appropriate steps and to negotiate in good faith such variation to this clause 5 and
corresponding definitions and any other affected clauses and Schedules during the
term of the agreement if variation is required to ensure our ongoing compliance with
applicable Data Protection Legislation.

We shall act as Controller in respect of your contact details which we Process for
the purpose of account management and direct marketing and our Processing of
Personal Data for statistical purposes in order to improve our websites. Each of us
shall, as a Controller, be responsible for observing our respective obligations under
Data Protection Legislation which arise under or in connection with our respective
Processing. We shall be in no way responsible for your Processing as Controller
under this agreement and you shall be in no way responsible for our Processing as
Controller for account management and product improvement.



6.1.

6.2.

71.

7.2.

7.3.

8.1.

8.2.

8.3.

Roles and Responsibilities

We and you shall appoint a single point of contact who will work together to solve
problems relating to Users.

The points of contact are:
6.2.1. Us: Customer Support

Email: support@smartschoolwebsites.co.uk
Telephone: 01325 633 270;
6.2.2. You: Main Point of Contact Jo Campbell

Confidentiali

Each party shall keep the other party's Confidential Information confidential and shall
not:

711, use or exploit the other party's Confidential Information in any way except
for the purposes of performing its obligations under this agreement or the
Contract;

7.1.2. directly or indirectly disclose, or make available any Confidential
Information in whole or in part to any person except as permitted by
clause 7.2.

Either party may disclose the other's confidential information:

7.21. to its Representatives who need to know such information for the
purposes of carrying out its obligations under any agreement between
the parties. Each party will procure that those Representatives to whom
it discloses the other party's confidential information comply with this
clause 7 and shall be liable for the actions or omissions of the
Representatives in relation to the Confidential Information as if they were
the actions or omissions of the party; and

7.2.2. as may be required by law (including pursuant to the Freedom of
Information Act 2000), a court of competent jurisdiction or any
governmental or regulatory authority.

Each party reserves all rights in its Confidential Information. The disclosure of
Confidential Information by one party does not give the other party or any other
person any contract or other right in respect of any Confidential Information
beyond the rights expressly set out in this agreement.

I | Terminati

Either party can suspend this agreement for up to 30 days, or such longer period as
may be agreed between the parties, in the event of a security breach/Personal Data
breach.

This agreement shall continue for the term of the contract (including any renewal
period) and shall terminate only when we cease to Process any Data on your behalf.

Upon termination of the Contract, we shall return all User Data to you or destroy it
as you direct (acting reasonably).



10.

10.1.

10.2.

11.

12.

12.1.

12.2.

13.

13.1.

14.

Eorce Majeure
Neither party will be in breach of this agreement nor liable for delay in performing,

or failure to perform, any of its obligations under this agreement if such delay or
failure result from events, circumstances or causes beyond its reasonable control.

Severance

If any provision or part-provision of this agreement is or becomes invalid, illegal or
unenforceable, it shall be deemed modified to the minimum extent necessary to
make it valid, legal and enforceable. If such modification is not possible, the relevant
provision or part-provision shall be deemed deleted. Any modification to or deletion
of a provision or part-provision under this clause shall not affect the validity and
enforceability of the rest of this agreement.

If any provision or part-provision of this agreement is invalid, illegal or
unenforceable, the parties shall negotiate in good faith to amend such provision so
that, as amended, it is legal, valid and enforceable, and, to the greatest extent
possible, achieves the intended commercial result of the original provision.

Background

Paragraphs (C) and (D) of the Background (recitals) are operative; they form part
of the agreement and shall have effect as if set out in full in the body of this
agreement.

Third Party Rigl

A person who is not a party to this agreement shall not have any rights under the
Contracts (Rights of Third Parties) Act 1999 to enforce any term of this agreement.
This does not affect any right or remedy of a third party which exists, or is available,
apart from the Contracts (Rights of Third Parties) Act 1999.

The rights of the parties to terminate, rescind or agree any variation, waiver or
settlement under this agreement are not subject to the consent of any other person.

Notice

Any notices given under this agreement must be in writing and must be served by
hand or post to the addresses set out at the start of this agreement. Notices:

13.1.1. by post will be effective upon the earlier of actual receipt, or 2 working
days after mailing; and

13.1.2. by hand will be effective upon delivery.
Variati

We may need to vary the terms of this agreement from time to time or ask you to
confirm acceptance of a new agreement. This may be where you change the data
fields provided to us, or issue us with new instructions outside the scope of this
agreement; or where there is a change in applicable Data Protection Legislation as
envisaged in clause 5.4. Where this happens, we will issue you with a new or
updated agreement and will ask you to confirm that you accept its terms. Where
your failure to accept the terms means that it is likely that you or we are in breach of
Data Protection Legislation, we may refuse to continue to Process Personal Data
on your behalf until you have accepted them.
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15.

16.

16.1.

17.

17.1.

17.2.

17.3.

17.4.

17.5.

17.6.

17.7.

18.

18.1.

19.

G ing | | Jurisdicti

This agreement shall be governed by and construed in accordance with the laws of
England and Wales and the courts of England and Wales shall have exclusive
jurisdiction to settle any dispute arising out of or in connection with the agreement.

Acceptance

By clicking accept or otherwise signing this agreement, or contract using the online
process on our website, you confirm that you are duly authorised in accordance with
applicable legal and governance arrangements to accept the terms of this
agreement on behalf of the school or, where applicable, the multi-academy trust.

Security of Processes and Systems

The student reporting software provided is hosted by in UK and/or European data
centres. The data centres we use are built to meet the requirements of the most security-
sensitive websites.

Our web developers are appropriately trained in Secure Software Programming
techniques and our sites are built with the best security in mind. We always use prepared
MySQL statements to help prevent injection attacks and we ensure that PHP and other
script files can’t be uploaded to our system.

Our servers run ModSecurity (an Apache security module) which will automatically block
users from carrying out malicious attacks on our sites. We log any attacks and block
offending IPs to help prevent future attacks.

We regularly check our servers for anything suspicious. In the unlikely event a
vulnerability is found we take immediate appropriate steps to harden whatever is
applicable.

No new services are ever introduced without thorough testing and security analysis. We
regularly update our server software.

Any patches and updates are applied and tested promptly.

Following guidelines from the ICO and the National Cyber Security Centre to ensure
appropriate technical security measures are in place to keep data secure, we are
transferring all websites and associated applications to a Secure Sockets Layer (SSL)
Certificate website URL. We have installed a security plugin on all websites, and finally
increased the sensitivity of our firewall.

Employees and Contractors Confidentiality

All of our employees and contractors are fully aware of ICO guidelines and are
committed to data confidentiality.

We are ensuring our staff are trained in best GDPR day-to-day practice and general
knowledge. All staff and contractors are bound by a contract to maintain confidentiality
inline with our company’s data protection and privacy policy. We will ensure that staff are
informed of any special data protection requirements relevant to their work. Those with
access to any client personal data, in order to support our clients with the on-going
management of their websites, undergo relevant training in data protection, including how
to obtain appropriate verification from a data controller, when instructed to act on their
behalf
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Schedule 1 — Staff Users

Data Type Why
To allow staff users to be set up correctly and assigned to their
Class Name class. To also allow student progress data to be filtered by

teacher/class

Teacher Name

To display the name of the teacher when using the software.

Schedule 1 — Student Information

Data Type Why

First Name To allow student accounts to be set up and progress data assigned
to students

Last Name To allow student accounts to be set up and progress data assigned
to students

Year Group To allow student progress data to be filtered by year group

Class To allow student progress data to be filtered by class

Teacher To allow student progress data to be filtered by teacher

Sex To allow student progress data to be filtered by male/female

SEN Status To allow student progress data to be filtered by SEN status

Date of Birth To allow student accounts to be set up correctly, assign a student
with a year group based on their data of birth and also filter data by
student age.

EAL Status To allow student progress data to be filtered by EAL status

Pupil Premium

Status

To allow student progress data to be filtered by Pupil Premium

status
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Schedule 2- Details of Data P .

Part 1: Processor

Requirement in Article 28(3)
GDPR

Details for this agreement

The subject matter and duration of
the Processing

The provision of a Planner App with forms
created via our website plugin, staff users, with
either manual or MIS linked Planner App Users
with either manual or MIS linked timetables.

The duration of the Processing will be for the period
set out in clause 8.

The nature and purpose of the
Processing

The Processing activity is the population of your
website with the Personal Data you provide us

In particular, the Personal Data will be Processed:
(i) forthe set up of individual staff accounts

(i) for the set up of individual Planner App
User accounts

(i)  to allow Planner App Users to complete
forms created by you using our website
plugin form tool, add homework tasks and (if
not using MIS linked timetables) add subject
timetables. The form data is emailed direct
to a physical email address held by an
employee of your school if this option has
been set on the form. All of this data is also
be held within the website admin area of
which we have administrative access to.

(iv)  to allow Planner App Users to access their
timetable data. This data is securely
transferred from your MIS to a secure area
on our secure server. This information is not
accessible via the website admin area but is
held on our server of which we have full
access to.

The type of Personal Data

The Personal Data concerns the categories of data
listed at Schedule 1 (User Data) and any further
Personal Data supplied by you, or supplied by
website visitors when they submit forms via our
website plugin.

12




The categories of Data Subjects

The Personal Data concerns the following
categories of Data Subject:

(i) your employees who use the student
reporting software
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The Controller's obligations and
rights

a)

)

'You shall:

ensure that all Data are Processed lawfully,
fairly and in a transparent manner in relation
to Users;

ensure that all Data collected for specified,

explicit and legitimate purposes and not
further Processed in a manner that is
incompatible with those purposes;

ensure that all Data are adequate, relevant
and limited to what is necessary in relation to
the purposes for which they are Processed,;

ensure all Data are accurate and, where
necessary, kept up to date; every reasonable
step must be taken to ensure that Data that
are inaccurate, having regard to the
purposes for which it is Processed, are
erased or rectified without delay;

ensure that all Data are kept in a form
which permits identification of Users for no
longer than is necessary for the purposes for
which the Data are Processed; you shall
delete Data within the website that is no
longer required for your purposes;

ensure that all Data is Processed in a
manner that ensures appropriate security of
the Data, including protection against
unauthorised or unlawful Processing and
against accidental loss, destruction or
damage, using appropriate technical or
organisational measures;

be able to demonstrate your compliance
with paragraphs (a)..(f);

ensure that you have a legal basis for your
Processing of the Data;

obtain all necessary consents and
permissions required for the sharing and use
of the Data under this agreement;

not Process special categories of Data
unless a relevant condition applies (such as
explicit consent);
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k)

ensure that you have provided Users with a
privacy policy which covers your use of Data
within your website;

deal with all requests (including but not

limited to, subject access requests, requests
for rectification, erasure, restriction,
portability or objections) from Data Subjects
relating to Data of which you are Controller;

m) communicate to us any rectification or

erasure of Data and any restrictions on
Processing;

ensure any automated individual decision-
making, including profiling, by you, complies
with applicable requirements;

maintain records of your Processing
activities;

cooperate with the Information
Commissioner;

implement appropriate technical and
organisational measures to ensure and to be
able to demonstrate that processing is
performed in accordance with applicable
data protection requirements and to ensure a
level of security appropriate to the risk;

if required, notify data breaches to the
relevant supervisory authority and/or Data
Subjects without undue delay;

if required, carry out a data protection impact
assessment of the Processing activities to be
carried out by us;

if required, designate a data protection
officer.

You shall have the rights to enforce the obligations
on us as your Processor, as set out in clause 5.3
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Part 2: Responsibilities

Responsibilities under Article 82

Details for this agreement

Your responsibilities for
Processing as Controller

a)

b)

c)

)

Your contractual relationship with us.

The compliance of Data with Data Protection
Legislation.

The compliance of your Processing under
this agreement as a Controller, including
where you instruct us to provide analytic
services.

The security of your IT systems.

Not introducing viruses to your website and
our servers.

Not permitting an attack to be made onyour
website or our servers through your systems
or Users' devices.

Not permitting other unauthorised or
malicious access to your website or our
servers through your systems, Users'
devices, staff user accounts.

Selecting and maintaining secure passwords
for your website

Keeping Users' login credentials to your
website confidential and secure.

And otherwise complying with your
Controller obligations set out in Part 1 of this
Schedule 2.
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Our responsibilities for Processing
as Processor

1)
2)

Our contractual relationship.
The following security measures:

a) access to administrative functions is
restricted to authorised individuals in the
office and operatives in specific remote
locations.through the firewall;

b) database access restricted to internal
servers only with a proxy for remote
management;

c) web traffic is transferred over HTTPS;

d) Servers are kept up to date with the
latest security fixes.

And otherwise complying with our
Processor obligations set out in clause 5.3.
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